XXXX  XXXX

MR IEHNAYZ R XIS S Sl
ﬁgﬁﬁﬁ—g?ﬂﬁﬁﬁiﬂg
X

22872, SKERFA
TRERSEAERE, T8 B 210003

wE
PEEWEIEFEREWKUA, NITRSUEK, BUAEREREIEICERIOIURIREREE . FHEICIS|IALE
BRMNZE. SR REELIRERZEURANESRRNADIZRSETZENM . WEEARFIESEE
BRI ERRIEEM. Robots MNENARRBUIIRE .. BESIWEIENGIGEREBHNER, ERERR
T “BREARSWELZE" . “WEVSBEEENSHEREABTRNTS” MM meRE, B,
ETN@m@ndis, REFEEMIHIVaNEED LD RIDREIBARR . TESHEESWEIENG.
=ERNRVAN DM B3 Robots 1MNEN & BARBUIAIRIE BB BV R R K A EE R E D
NS, (BB SHIRE,

Xigia
HHEICE; #EelE; M Nmid®

PEDES:DI12.29 SAMRGES: A doi: 10.11959/}.issn.2096—-0271.2026044

Research on Legal Risks and Regulatory
Paths of Corporate Data Crawling: From the
Perspective of Balancing Rights and
Interests

Gong PengCheng, Zhang Yangyang
School of Law, Hohai University, Nanjing 210003, China

Abstract

As the demand for data continues to soar, enterprises often resort to data crawling to enhance efficiency. Data scraping
gives rise to multiple risks, including data privacy and security issues, data contamination that endangers data
governance security, and unfair competition that undermines market order.. The existing legal framework faces
challenges such as ambiguous legal boundaries for crawling behaviors, the uncertain legal validity of the Robots
protocol, and deficiencies in data compliance governance mechanisms. The underlying causes lie in the imbalance

between two pairs of core rights and interests: "data efficiency and data security, " as well as "the autonomous
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management rights of data platforms and the obligation of tolerance for data access.” Therefore, from the

perspective of balancing rights and interests, it is proposed to establish a multi-party collaborative,

classification-based, and tiered data governance system, improve data compliance governance

mechanisms, optimize the classified application of the triple authorization principle, clarify the Robots

protocol's legal validity as a contract, and safeguard the right to data deletion. These measures aim to

address the dilemmas faced by data crawling and facilitate enterprises’ digital transformation.
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